Sth Battalion 11lth Marines
ist Marine Division (-) (Rien)
CAMP PENDLETON, CA

1408002 Apr 1997

APPENDIX 8 (Tactical Analysis of Weather and Terrain) to ANNEX B
(Intelligence) to Operation Order JTF-6 Mission ¥ 414-97

Ref: (a) Maps (See Appendix 35)
1. GENERAL:
(af Mission:
(b) Objectives: To provide the Mission Commander and

team leaders with advanced weather conditions and how they will
effect the terrain in the accomplishment of the mission.

2. INFLUENCE OF WEATHER UPON TIIRAIN:

The weather during the month of May will have a drying
effect on the terrain. Dust will be a factor for vehicles
operating off of hard surface roads. The high daytime
temperatures increases the possibility of dehydration among team
members. The night time temperatures will be relatively cool.

3. ANALYSIS OF FRIENDLY COURSES OF ACTION:

(a) Advantages:

(1) High ground along much of the border provides
good short range observation. ,

(2) Steep slopes and cliff faces along portions
of the border chanalize DTO operations to specific areas.

(b) Disadvantages:

. (1) Sparse cover and concealment make
counter-surveillance/compromise a possibility.

{(2) Teams will have to walk over rough terrain to
get to the objectives.

(3) Limited LOC's could make insertion and
extraction noticeable.

(4) High temperatures and Spafse cover will make

the teams water consumption and the likelihood of sunburns higher
than normal.
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(5) During times of daylight the teams will be in
a hide site. .

4. ANALYSIS OF ENEMY COURSES QF ACTION:

(a) Advantages:

(1) DTO's have intimate knowledge of the terrain.

(2) The remoteness of the AO and the limited
number of LEA presence lessens the odds for detection of illegal
activity. ,

(3) Traffickers can blend their smuggling
activities in with the normal traffiz if an active POCE.

(4) Numerous border crossing points.-

(S) Traffickers are fully acclimatizéd to the A0
weather.

(6) Extensive HUMIT network.

{b) Disadvantages:

(1) Vehicle traffic on non-hard surface‘roads
will create dust.

(2) Flash flooding could restrict many of the
low=1lying areas used by backpackers.

S. RECOMMENDATIONS :

(a) LP/OP teams should keep daytime movement to a minimum.
(b) Use organic as well as nonébfiéiﬁié héfﬁbdénférWEBQér.

(c) Teams need to be prepared to move in case of flash
flooding of low lying areas.

(d) Teams should use sun screen.

(e) Teams should drink plenty of water.

TABS:

A-Terrain Study
B-Climatic Study

\o
]
}-
[§V]



Sth Battalion 11th Marinaes
1st Marine Division (-) (Rien)
CAMP PENDLETON, CA

1408002 Apr 1997

TAB A TO APPENDIX 8 (Terrain study) to ANNEX B (Intelligenca) to
Operation Order JTF-6 Mission # 414-97

Ref: (a) Maps (See Appendix 5)

1. PURPOSE AND LIMITING CONSIDERATIONS:

(a) Purpose: To provide the Mission Commancer and team
leaders with the necessary terrain information to assist in the
staff planning process.

(b} Limiting Consideratioms: The limiting factors include
no soil study being done due to t:me and resource availablilis

Observation of the LP/OP sites one time, and the location ¢f a
site changing.

2. DESCRIPTION OF TEE TERRAIN:

(a) Synopsis: The terrain within the AO is rugged mountains
with many draws and dry stream beds.

(b) Topography: The region is sparsely populated desert
that varies from flat farmlands to rugged, desert mountains. The
mountains form a natural barrier against horse and vehicle

traffic along some parts of the border. The AO is littered with
draws. .

(c) Drainage: The mountains and draws create a natural
funnel towards the Rio Grande River for rain runoff. The
farmlands on both sides of the border use the Ric Grande River

for irrigation. Flash flooding of intermittent streams can be
dangerous. . _— : . ekl

(d} Vegetation: The AO is dotted with Creosote bushe#,

lechuguilla, yuccas, and cacti. High desert scrub grow along the
river banks in heights up to 8 feet.

{e) Structures: There are numerous abandoned structures
throughout the AO. The town of Redford is in the middle of the
AO, and a low dam is located vic grid EC 745612.

4. COVER: There is little to no cover in-the’ AO. ..




5. CONCEALMENT: There is some good concealment aleng the Rio
Grande Rivers edge from the desert scrub, but as you go north the
available cover gets more scarce.

6. MOVEMENT: There are numerous paths worn into the ground all
through the AO. Movement during hours of darkness might be
hampered due to the small brush dotting the AO. Daylight
movement will be easy as trails are easily identifiable.
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TABS:

A -~ Ground Reconnaissance and Surveillance Plan
B - Sensor Surveillance Plan



TEAM

_‘reaml

NAT 001

Team 2

NAI 003/4

Team 4

NAI 005

Team 5

DATE INSERT EXTRACT GRID
14 May 2100 0500
15 May 2045 0430
16 May 2115 0500
20 May 2100 0400 .
21 May 2130 0400
22 May 2145 0400
26 May 2130 0430
27 May 2200 0400
28 May 2100 0415
EC
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20
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17 May 2100 0445
18 May 2115 0400
19 May 2145 0415
23 May 2120 0420 _
24 May 2030 0445
25 May 2045 0430
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5th Battalion 11th Marines
1st Marine Division (-) (Rien)
CAMP PENDLETON, CA

140800Z Apr 1997

TAB B TO APPENDIX 11 (Raconnaissance and Surveillance) tc ANNEX B
(Intalligence) to Operation Ordar JTF-6 Mission # 414-97

Ref: (a) Maps (Appendix §5)

1. SITUATION: Since the Presidio Border Patrol Station has
to cover such a large amount of area and their lack of personnel
they have planted sensors at strategic locations in order to
supplement their surveillance abilities. The sensors will be
monitored by the ROC an~d will be utilized by the Mission
Commander and Intelligence Officer in locating the enemy. .

2. SENSOR LOCATIONS: == o == =

”

_STRING # COORDINATE IMPLANT DATE
s851/1 : « UNK
$851/2 UNK
$850 UNK

B-33



ANNEX C (OPERATIONS)
PHASE | MISSION PREP

Teams will conduct all their preparations at the billeting area. In the morning prior
- to infill, team leaders will be taken to the TOC where the MC and S-2 will brief them on
their upcoming mission. Team leaders will then focus on getting their respective team ready
for the upcoming infill to include mission planning, bricfing their team, packing, radio
chech,mdrchcarsala. Anytrzvcloumdcd\cbmemgmwinbedonm

mdsxtamwillbemuedatﬂmhmc

PHASE II FINAL INSPECTIONS

In the late aftemoon/evening time frame team leaders will make all last synyte
checks of gear and equipment. They will cover cz1l signs and fregs., MEDEVAC
procedures, ROE, and ensure that everyone is property hydrated. About 2 hotirs prior to
mnfill teams will begin loading their gear on their infill vehicle. Gear should be staged n
such a way that tcamns can dismount in seconds, smoothly and quietly so as not to draw
attention to the mfill.

PHASE Il INFILL/MISSION

Abou.mmmupnortomﬁntcamswﬂlmoumthmmﬁllvdnclamdbedmm
to their infill site.
Wcapomwmbephcedomofngln. The idea is to look as inconspicuous as possible. The
vehicle will drop the team off at their infill site and then drive away. The team will move
with stealth to their hole and linkup with the tezm they are to relieve. The outgoing team_
following a quick turnover, will move to the exfill site and remain under cover until the
vehicle comes to pick them up. (Getting into the vehicle is something cise that must be
rchearsed.) Theteanwmqmcklygamoﬂnewhclemdm

'I‘hcv:hxckwindmpdnmoﬁ'atthebinmmmdtheleam
leadaswﬂlbcnkentomeTOCfuradebmfwnhﬂleS-z

PHASE IV

Once back at the billeting area teams will turn in ammo, service their gear, and
account for all equipment. Team leaders will prepare a written report of their mission using
the format provided by the S-2. I‘hctuxnwinbeclmedtostmddownbylheBlrvaSgL
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LEA SENSITIVE

Copy No. _of _ Copies

5th Battalion | ith Marines
Camp Pendleton, California
150800U Apr 97

ANNEX K (Command and Control Systems) to OPORD JTF-6 414-97
- Ref: (a) FMFM 1 (U)
(b) FMFM 3-30 (U)
(c) DivO P2000.5E (U)
(d) BnO P2000.B
(e) JTF-6 Tactical COMMSOP
(f) 1stMarDiv CD SOP
Time Zone: T (Z-6) Local
1. GENERAL
a. Purpose. To provide guidance for the installation, operation, and maintenance (IOM)
of command and control systems in support of HQ Btry, 5th Battalion, 11th Marines
during JTF-6 Counter-Drug Mission 414-97.
b. Situation.
(1) Enemy
(a) See ANNEX B (Intelligence)
(b) The enemy has the capability to do the following:

1. Monitor un-covered VHF single channel radios, un-covered Motorola
SABER radios, un-secure cellular telephones, and un-covered HF radios.

2. Conduct Imitative Deception.

3. Collect and analyze information from communications intercepts and put
together a full scheme of Law Enforcement positions and assets arrayed.

4. Due 10 the enemy threat, all personnel employing communications equipment
will implement ECCM techniques to the greatest extent possible.

(2) Friendly Forces. See ANNEX A (Task Organization)

(3) Attachments and Detachments. See ANNEX A (Task Organizition)
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(4) Assumptions

(a) That distance and terrain limitation may cause extensive antenna masking of radio
paths, thus requiring the use of VHF retransmission equipment, HF equipment,
commercial hand-held repeated radios, cellular telephones, and satellite terminals.

(b) That communications in this operation is extremely vital because of required
reaction time in dealing with real world situations (MEDEVACS, Contacts, etc.).
Redundzncy in the communications systems, and extensive systems training are
key factors for mission success.

2. MISSION On order, HQ Btry, 5th Battalion, 11th Marines will install, operate, and maintain
a fluid and redundant communications system in support of JTF-6 Mission 414-97 in the Presidio
Area of the Marfa Border Patrol Sector, in order to assist the US Border Patrol's efforts to deter
illegal activity in the area of operation.

3. EXEEIIHQI:{,
a. Commander's Intent. See Basic Order.

b. Guiding Princin]

(1) The communications systems established will be in accordance with
references (a) through (f), and they will be employed by all elements of HQ
Btry, 5th Battalion 11th Marines in order to maintain continuous Command and
Control.

(2) During operations, a communications path will be activated 24 hrs a day by
each agency in the AO.

(3) All communications links will have a primary and alternate means of
communicating to a reporting agency.

(4) Frequencies, Call signs, and COMSEC materials will be used in accordance with
this ANNEX K.

(5) Directional, high gain antennas will be used on all HF radio paths. At the LP/OP
sites, field-expedient antennas will be used to help increase strength and
distance of the RF signal.

(6) The four fundamental requirements for effective Command and Control are

mmWMmdﬂmhMandmubcusedasadecmonmakmg
guide by all. R

LEA SENSITIVE
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(7) The senior communicator at the TOC and FWD TOC will be the points of
contact for all communications matters and problems.

c. Operational Concepts

(1) Primary Communications between the TOC and higher (JTF-6 and 1 MarDiv) will be
via commercial telephone or non-secure fax, and secondary will be via SATCOM.

(2) Primary communications between the TOC and the forward TOC will be SATCOM,
secondary will be HF radio. If nec:ssary, the TOC will also be able to use the same
primary and secondary means to communicate with LP/OP #2 which will be the
centralized "hub” amongst the other three LP/OPs.

(3) Primary communications between the forward TOC and all four of the LP/OPs will be
VHF frequency hopping radio. Secondary communications will be HF radio. LP/OP
#2 will be the only one capable of talking SATCOM back to the forward TOC if
necessary.

(4) Every LP/OP team, the forward TOC, the TOC and the insert/extract vans will all
have SABER radios to allow them direct contact with the U.S. Border Patrol.

(5) Each LP/OP team will be inserted and extracted by a commercial van. The vans will
have SABER radios as primary communications to the TOC, the LP/OPs and the U.S.

Border Patrol. Secondary communications to the TOC, forward TOC and U.S. Border
Patrol will be cellular telephone.

(6) All messages on the U.S. Border Patrol channel on the SABER radio will be as brief

as possible. Military radio procedures WILL NOT be used on this channel. When on
this channel and communicating through the Chinati rcpeatcr, the plain text mode of
operation will be required.

d T i R bilit
(1) Communications Section 5/11

a Insull, operate, and maintain (IOM) Command and Control communications
systems in accordance with the guidelines set forth in references (a) through (f)
and this Annex.

b. Provide Net Control Station (NCS) for all 5/11 radio circuits listed in Tab A
(Radio Guard Chart) to Appendix 2 (Radio Plan) to this Annex.

c. Provide training on all communications equipment and procedures prior to the
beginning of the operation.

T.EA SENSITIVE
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f. Refer to the LP/OP communicator's handbook for guidance on which equipment to
use for communicating with each agency in the AQ.

3. Iactical Operations Center (TOC)

a. Provide Net Control Station for SATCOM link and the HF alternate LP/OP
reporting net.

b. Act as the central issue point for all communications equipment.

c. Distribute required batteries for comm-equipment and arrange for storage of used
batteries.

4

d. Issue and collect comm-equipment inventory sheets for each LP/OP team that is
inserted and ex-filled.

e. Act as the recharging and issue point for all handheld SABER radios. Provide Net
Control Station for JTF-6 assigned S~ BER Channel. :

4. Forward TOC
a. Establish a communications detachment and assign a communications NCOIC.
b. Dispatch a communications contact team as deemed appropriate by the comm
NCOIC. Ensure the contact team is at least one experienced operator and one

communications technician.

c. Act as Net Control for the VHF-FH LP/OP reporting net, and forward all required
information to the watch officer at the TOC.

5. MEDEVAC Detachment

a2 Draw all JTF-6 communications equipment from the 5thBn 11thMar
Communications Chief at the TOC. -

b. Ensure the MEDEVAC beeper is with the duty crew commander at all times, along
with the applicable brevity codes list.

c. Ensure each MEDEVAC crew commander has a copy of the mission's radio guard
chart.

d. Maintain 24hrs. communications with the TOC at your staging location.
4. ADMINISTRATION AND LOGISTICS
1S4 SENSITIVE
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a. Batteries

1. All batteries will be available effective 8 May, from JTF-6, and the advance party will
pick them up.

2. The batteries received at JTF-6 on 8 May is the entire issue for the operation and will
be distributed on an as needed basis at the TOC.

3. Batteries will be consolidated with Lcpl Steen, the bartalion battery NCO, and disposal
will be coordinated through the bartation logistics chief.

b. Equipment

1. There will be one set of communications equipment for each LP/OP.

2. Each time a team is inserted, an equipment inventory must be completed and signed by
the off-going and the on-coming team leader. The off-going team leader will turn the
inventory sheet into the Battalion Communications Chief immediately following
extract.

5. COMMAND AND SIGNAI
a. Command
(1) The Mission Commander, Cap, will be based out of the TOC.

(2) The MEDEVAC Commander, CWO.. will be based out of the Marfa
Airport.

(3) The Communications Officer, 2ndLt JJl and the Battalion Communications Chief,
GySgt i will be based out of the TOC.

b. Signal

(1) A red air-panel will be included in the LP/OP communic:tions equipment issue. It
will be used to mark the LZ in case of MEDEVAC during daylight.

(2) Chem-lights will be used to mark LZs for night MEDEVACs.

ACKNOWLEDGE RECEIPT

LEA SENSITIVE
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ACKNOWLEDGE RECEIPT

Capt  USMC
Mission Commander

1STLT USMC
S-6

Appendices:
1-Communications Security
2-Radio Communications
3-Telephone and Pager Communications
4-Fax Communications
S-Battery Plan
6-Visual and Sound
7-System Management and Control
8-Communications Safety

LEA SENSITIVE
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Copy No. _of _Copies

Sth Battalion | 1th Marines
Camp Pendleton. California
150800U Apr 97

APPENDIX 1 (Communications Sccunty) to ANNEX K (Command and Control Systems)
to OPORD JTF-6 414-97

~ Ref: (a) DivO P2000.5E

(b) BnO P2000

(c) 1stMarDiv CD SOP

(d) JTF-6 Tactical COMMSOP
(e) FMFM 3-30

1. GENERAL The following COMSEC procedures will be adhered to in order to maintain a
secure communications-electronics environment in which hostile forces are denied essential
elements of friendly mformanon.

a. Ensure that proper authentication/encryption, brevity, or U.S. Border Patrol "10" codes are
used whenever operating on a unsecured circuit.

b. Two Person Integrity (TPI) will be kept with all filled cryptographic equipment in
accordance with reference (a). No equipment will leave the AO with loaded COMSEC keying
material. All DTD's will be zeroized prior to departure and reported to the Bantalio:.
Communications Officer.

c. Ensure all personnel comply with current orders and directives.

2. KEYING MATERIAL

a. The below list is equipment requiring keymat that will be drawn from the 5/11 Camp
Pendleton account: A

(1) SINCGARS
(2) KL43C

b. The below list is equipment requiring keymat that will be drawn from JTF-6:

(1) SATCOM
(2) SABER

3. COURIER CARDS The battalion communications chief, the battalion radio chief, and the
forward TOC comm chief will all have courier cards for classifeid material on their person.

a. A card carrier must accompany all software and loaded fill devices AT ALL TIMES.

LEA SENSITIVE gs
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b. Cards are available for immediate check-out from the CMS vault.

4. Ensure all security clearences have been updated.

LEA SENSITIVE
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Copy No. _of _ Copies

Sth Banalion | 1th Marines
Camp Pendleton, California
150800U Apr 97

APPENDIX 2 (Radio Communications) to. ANNEX K (Command and Control Systems) to
OPORD JTF-6 414-97

Ref: (a) DivO P2000.SE
{b) BnO P2000
(c) 1stMarDiv CD SOP
(d) JTF-6 Tactical COMMSOP
(¢) FMFM 3-30
1. GENERAL

a. Radio communication procedures will be in accordance with references (a) through (e)
except where modified by this ANNEZX L.

b. Radios will be operated in accordance with Tab A (Radio Guard Chart and Diagram) |
c. Zulu time will be used during this operation on all FH nets.
2. CODES Codes will be included in Tab B to this Appendix.
3. HE OPS HF operations will be in accordance with the communicator's handbook.
4. RETRANSMISSION PLAN There is no retrans plan for this operation.
5. RADIO OPERATING PROCEDURES Wil be in accordance with the communicator's
handbook.

Tab A -Radio guard chart
B - Brevity Code Lists
C - Ten Codes
D - SABER radio operating procedures

LIA SENSITIVE
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Copy No. _ of _ Copies

Sth Banalion | ith Marines
Camp Pendleton, California
150800U Apr 97

Tab B (Code Lists) to Appendix 2 (Radio l_’lan) to ANNEX K (Command and Control
Systems) to OPORD JTF-6 414-97

REF: (a)
1. GENERAL

a. The tactical brevity codes listed below are to facilitate reporting over all of the radio
systems utilized during the operation.

b. These codes are REQUIRED when utilizing the HF secondary radio system and will be
used with the KL-43C.

LEA SENSITIVE
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